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1
Decision/action requested

It is requested to approve the proposed content for the clause 8.3.1.1.2 in TS 33.501.
2
References

[1]
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3
Rationale

This contribution provides the parts of NAS impact in sub-clause 8.3.1.1.2 in clause 8.3.1 about Key handling in handover [1]. 
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
*** BEGIN CHANGES ***
8.3.1
Key handling in handover

8.3.1.1
General

8.3.1.1.1
Access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.1, which is about key handling in access stratum in handover. 

8.3.1.1.2
Non access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.2, which is about NAS aspects that needs to be considered in handover.

Editor’s Note: The impacts on this text regarding horizontal key derivation at AMF change is FFS.
A NAS aspect that needs to be considered is possible NAS algorithm change at AMF change that could occur at a handover. At an gNB handover with AMF relocation, there is the possibility that the source AMF and the target AMF do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target AMF re-derives the NAS keys from KAMF using the NAS algorithm identities and NAS algorithm types as input to the NAS key derivation functions (see clause <Annex>) and sends NAS SMC. All inputs, in particular the KAMF, will be the same in the re-derivation except for the NAS algorithm identity. 

In case the target AMF decides to use NAS algorithms different from the ones used by the source AMF, a NAS SMC including ngKSI (new or current value depending on whether primary authentication was run or not) shall be sent from the AMF to the UE.

This NAS Key and algorithm handling also applies to other AMF changes e.g. Registration procedure with AMF changes.

NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have Xn or N2 handovers for a particular gNB according to the security characteristics of a particular gNB.
*** END OF CHANGES ***
